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School Data Protection Policy
Compass School Southwark collects and uses personal information about staff, students, parents and
other individuals who come into contact with the school. This information is gathered in order to enable
it to provide education and other associated functions. In addition, there may be a legal requirement to
collect and use information to ensure that the school complies with its statutory obligations.
Schools have a duty to be registered, as Data Controllers, with the Information Commissioner’s Office (ICO)
detailing the information held and its use. These details are then available on the ICO’s website. Schools
also have a duty to issue a Fair Processing Notice to all students/parents; this summarises the information
held on students, why it is held and the other parties to whom it may be passed on.

Purpose
This policy is intended to ensure that personal information is dealt with correctly and securely and in
accordance with the Data Protection Act 1998, and other related legislation. It will apply to information
regardless of the way it is collected, used, recorded, stored and destroyed, and irrespective of whether it
is held in paper files or electronically.
All staff involved with the collection, processing and disclosure of personal data will be aware of their
duties and responsibilities by adhering to these guidelines.

What is Personal Information?
Personal information or data is defined as data which relates to a living individual who can be identified
from that data, or other information held.

Data Protection Principles
The Data Protection Act 1998 establishes eight enforceable principles that must be adhered to at all
times:
1. Personal data shall be processed fairly and lawfully.
Those responsible for processing personal data must make reasonable efforts to ensure that
data subjects are informed of the identity of the data controller, the purpose(s) of the
processing, any disclosures to third parties that are envisaged and an indication of the period for
which the data will be kept.
2. Personal data shall be obtained for specific and lawful purposes and not processed in a
manner incompatible with those purposes.
Data obtained for specified purposes must not be used for a purpose that differs from those.
3. Personal data shall be adequate, relevant and not excessive in relation to the purpose for
which it is held.
Information, which is not strictly necessary for the purpose for which it is obtained, should not
be collected. If data are given or obtained which is excessive for the purpose, they should be
immediately deleted or destroyed.
4. Personal data shall be accurate and, where necessary, kept up to date.
Data, which are kept for a long time, must be reviewed and updated as necessary. No data
should be kept unless it is reasonable to assume that they are accurate. It is the responsibility of
individuals to ensure that data held by the School are accurate and up-to-date.
Source: Compass Schools Trust 2015-16

Page 2 of 7

5. Personal data shall be kept only for as long as necessary.
6. Personal data shall be processed in accordance with the rights of data subjects under the
Data Protection Act.
7. Appropriate technical and organisational measures shall be taken against unauthorised
or unlawful processing of personal data and against accidental loss or destruction of data.
8. Personal data shall not be transferred to a country or a territory outside the European
Economic Area unless that country or territory ensures an adequate level of protection
for the rights and freedoms of data subjects in relation to the processing of personal data.
Data must not be transferred outside of the European Economic Area (EEA) - the fifteen EU
Member States together with Iceland, Liechtenstein and Norway - without the explicit consent of
the individual.

General Statement
The school is committed to maintaining the above principles at all times. Therefore the school will:









Inform individuals why the information is being collected when it is collected
Check the quality and the accuracy of the information it holds
Ensure that information is not retained for longer than is necessary
Ensure that when obsolete information is destroyed that it is done so appropriately and securely
Ensure that clear and robust safeguards are in place to protect personal information from loss,
theft and unauthorised disclosure, irrespective of the format in which it is recorded
Share information with others only when it is legally appropriate to do so
Set out procedures to ensure compliance with the duty to respond to requests for access to
personal information, known as Subject Access Requests
Ensure our staff are aware of and understand our policies and procedures

Consent
Wherever possible, personal data or sensitive data should not be obtained, held, used or disclosed unless
the individual has given consent. The School understands "consent" to mean that the data subject has
been fully informed of the intended processing and has signified their agreement, whilst being in a fit state
of mind to do so and without pressure being exerted upon them. Consent obtained under duress or on
the basis of misleading information will not be a valid basis for processing.
There must be some active communication between the parties such as signing a form and the individual
must sign the form freely of their own accord. Consent cannot be inferred from non-response to a
communication.
For sensitive data, explicit written consent of data subjects must be obtained unless an alternative
legitimate basis for processing exists.

Security of Data
All staff are responsible for ensuring that any personal data (on others) which they hold are kept securely
and that they are not disclosed to any unauthorised third party.
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All personal data is be accessible only to those who need to use it. Based upon the sensitivity and value of
the information in question, personal data is stored:





in a lockable room with controlled access, or
in a locked drawer or filing cabinet, or
if computerised, password protected, or
kept on disks which are themselves kept securely.

Care is taken to ensure that PCs and terminals are not visible except to authorised staff and that computer
passwords are kept confidential. PC screens should not be left unattended without password protected
screen-savers and manual records should not be left where they can be accessed by unauthorised
personnel.
Care is taken to ensure that appropriate security measures are in place for the deletion or disposal of
personal data. Manual records should be shredded or disposed of as "confidential waste". Hard drives of
redundant PCs are be wiped clean before disposal.
This policy also applies to staff and students who process personal data "off-site". Off-site processing
presents a potentially greater risk of loss, theft or damage to personal data. Staff and students should
take particular care when processing personal data at home or in other locations outside the School.

Rights of Access to Data
Members of the School have the right to access any personal data held by the School in electronic format
and manual records which form part of a relevant filing system. See Appendix for procedure in responding
to a subject access request.

Disclosure of Data
The School must ensure that personal data are not disclosed to unauthorised third parties which includes
family members, friends, government bodies, and in certain circumstances, the Police. All staff and
students should exercise caution when asked to disclose personal data held on another individual to a
third party. For instance, it would usually be deemed appropriate to disclose a colleague's work contact
details in response to an enquiry regarding a particular function for which they are responsible. However,
it would not usually be appropriate to disclose a colleague's work details to someone who wished to
contact them regarding a non-work related matter.
The Act permits certain disclosures without consent so long as the information is requested for one or
more of the following purposes:







to safeguard national security*;
prevention or detection of crime including the apprehension or prosecution of offenders*;
assessment or collection of tax duty*;
discharge of regulatory functions (includes health, safety and welfare of persons at work)*;
to prevent serious harm to a third party;
to protect the vital interests of the individual, this refers to life and death situations.

* Requests must be supported by appropriate paperwork.
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Retention and Disposal of Data
The School discourages the retention of personal data for longer than required. Considerable amounts of
data are collected on current staff and students. However, once a member of staff or student has left the
institution, it will not be necessary to retain all the information held on them. Some data will be kept for
longer periods than others.
Students
In general, electronic student records containing information about individual students are kept
indefinitely and information would typically include name and address on entry and completion,
programmes taken, examination results, awards obtained.
Staff
In general, electronic staff records containing information about individual members of staff are kept
indefinitely and information would typically include name and address, positions held, leaving salary.
Other information relating to individual members of staff will be kept by the school for 6 years from the
end of employment. Information relating to Income Tax, Statutory Maternity Pay etc will be retained for
the statutory time period (between 3 and 6 years).
Disposal of Records
Personal data must be disposed of in a way that protects the rights and privacy of data subjects (eg,
shredding, disposal as confidential waste, secure electronic deletion).

Publication of School Information
All members of the School should note that it publishes a number of items that include personal data, and
will continue to do so. These personal data are:









Information published in the School Calendar
names of all members of staff
Names, job titles and academic and/or professional qualifications of members of staff.
Awards
Internal Telephone Directory and staff email addresses.
Student pass lists including grades.
Information in prospectuses (including photographs), annual reports, staff newsletters, etc.
Staff information on the School website (including photographs).

Direct Marketing
The School will use some personal data for direct marketing purposes and it must inform data subjects of
this at the time of collection of the data. Individuals must be provided with the opportunity to object to
the use of their data for direct marketing purposes (eg an opt-out box on a form)
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Complaints
Complaints will be dealt with in accordance with the school’s complaints policy. Complaints relating to
information handling may be referred to the Information Commissioner (the statutory regulator).

Review
This policy will be reviewed as it is deemed appropriate, but no less frequently than every 2 years. The
policy review will be undertaken by the Principal, or nominated representative.

Contacts
If you have any enquires in relation to this policy, please contact the Principal who will also act as the
contact point for any subject access requests.
Further advice and information is available from the Information Commissioner’s Office, www.ico.gov.uk
or telephone 01625 545745
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Appendix 1
Responding to subject access requests made under the Data Protection Act 1998
Under the Data Protection Act 1998 any individual has the right to make a request to access the personal
information held about them. These procedures relate to subject access requests made under the Data
Protection Act 1998.

Actioning a subject access request
1. Requests for information must be made in writing; which includes email, and be addressed to
the school Principal. If the initial request does not clearly identify the information required, then
further enquiries will be made.
2. A charge of £10 is levied to cover the administrative costs of the request.
3. The identity of the requestor must be established before the disclosure of any information, and
checks should also be carried out regarding proof of relationship to the child.
4. Any individual has the right of access to information held about them. However with children,
this is dependent upon their capacity to understand (normally age 12 or above) and the nature
of the request. The Principal should discuss the request with the child and take their views into
account when making a decision. A child with competency to understand can refuse to consent
to the request for their records. Where the child is not deemed to be competent an individual
with parental responsibility or guardian shall make the decision on behalf of the child.
5. The response time for subject access requests, once officially received, is 40 calendar days,
irrespective of school holiday periods. However the 40 days will not commence until after receipt
of fees or clarification of information sought.
6. The Data Protection Act 1998 allows exemptions as to the provision of some information;
therefore all information will be reviewed prior to disclosure.
7. Third party information is that which has been provided by another, such as the Police, Local
Authority, Health Care professional or another school. Before disclosing third party information
consent should normally be obtained. There is still a need to adhere to the 40 day statutory
timescale.
8. Any information which may cause serious harm to the physical or mental health or emotional
condition of the pupil or another should not be disclosed, nor should information that would
reveal that the child is at risk of abuse, or information relating to court proceedings.
9. If there are concerns over the disclosure of information then additional advice should be sought.
10. Where redaction (information blacked out/removed) has taken place then a full copy of the
information provided should be retained in order to establish, if a complaint is made, what was
redacted and why.
11. Information disclosed should be clear, thus any codes or technical terms will be clarified and
explained. If information contained within the disclosure is difficult to read or illegible, then it
should be retyped.
12. Information can be provided at the school with a member of staff on hand to help and explain
matters if requested, or provided at face to face handover. If postal systems have to be used
then registered/recorded mail must be used.

Complaints
Complaints about the above procedures should be made to the Chair of the Governing Body who will
decide whether it is appropriate for the complaint to be dealt with in accordance with the school’s
complaint procedure.
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